ertidox

Preventing fraud in your name
through verifiable documents and emails.

Looks authentic? Prove it.
Fake emails, altered contracts and counterfeit documents can look entirely legitimate.

Certidox enables recipients to independently verify the recorded origin, exact certified content
and certification date, and check the current certification status before relying on documents or
emails.

Easy to Install. Easy to Use.

Manual document certification requires no special installation.
Automatic certification is quick to set up and deploy.

Certify. Share. Verify. Stay Informed.

1. CERTIFY
Certify documents manually or automatically.
Outgoing emails can be certified automatically, without changing employees' existing workflow.

2. SHARE
Distribute certified documents and emails normally. Their QR codes remain usable on digital and
printed documents, originals and copies.

3. VERIFY
- Scan the QR code to access the certification record.
- Check the recorded origin, exact certified content, certification date and current status.
- Compare the certified reference with what you received.

4. STAY INFORMED
The certifying organization can revoke a document's certification after distribution.
The sender of a Certidox-certified email can do the same.

Previous verifiers can receive real-time notifications when the certification status changes.

Fixed content. Live status.

Verify This Document Yourself

Scan this document's Certidox QR code with the free Certidox app to check its certification and
current status.

Appearance is not proof. Independent verification is.

This document is certified with Certidox.
Scan the QR code to independently verify the certifying party, the certification timestamp, the current status of this document, and whether it matches the certified version.



Confidential by Design

Certidox protects the confidentiality of your documents and emails while safeguarding your
privacy.

Documents are encrypted on the certifier's computer.
Outgoing emails are encrypted by the Certidox Mail Proxy Server installed within the organization.

No readable document or email content is processed or stored on Certidox servers. No
decryption keys are stored there.

Independent Evidence. Open-Source Transparency.

For each Certidox-certified document or email, an Independent Verification Bundle is available,
enabling third parties to examine the certification evidence independently of the Certidox
verification interface.

The bundle includes encrypted certified content, SHA-256 integrity evidence, RFC 3161 trusted
timestamp evidence, and verification tools.

Certidox is not a black box. Its open-source code can be independently audited.

Works With Your Existing Systems

Certidox works with your existing systems. For organizations using Microsoft 365 or
Gmail/Google Workspace, including custom-domain mailboxes, installation and deployment of
automatic email certification are particularly straightforward.

Documents and Emails You Control and Can Trust.

e Confidential by design

¢ Independent verification

e Easytoinstall and deploy

e No change in your workflow

Contact Certidox

https://certidox.com
info@certidox.com

+1(312) 680-2011

65 W Jackson Blvd, Chicago, IL 60604



