
 

This demonstrative compares Exhibits 05 and 07.  
It does not, by itself, determine whether Exhibit 07 is authentic, who personally created or altered it, whether Sarah 
Mitchell knew of any falsity or inauthenticity, or whether any person acted with fraudulent intent. 
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MOCK HEARING – SIMULATION ONLY – DEMONSTRATIVE EXHIBIT 
COMPARISON AGAINST THE CERTIDOX-CERTIFIED REFERENCE 
RECORD EXHIBITS 05 AND 07 
 

 
CERTIDOX-CERTIFIED 

REFERENCE 
DISPUTED  
VERSION 

Source Exhibit Exhibit 05 Exhibit 07 
SHA-256 e90e117a...3c59cd9e fca4672d...acb6cb07 
Service A Selected Selected 
Option B Selected Selected 
Option C Not selected Selected 
Option D Not selected Selected 
Independent reconstruction Exact certified PDF 

independently reconstructible 
through Exhibit 16 

No corresponding Certidox 
document-certification record 
from which a Certidox-certified 
reference could be independently 
reconstructed 

Link to contemporaneous 
certified email 

SHA-256 matches the PDF 
attachment hash recorded in 
certified Exhibit 04, as stipulated 
in Exhibit 12 

SHA-256 diMers from Exhibit 05 
and from the attachment hash 
recorded with Exhibit 04 

Temporal position Certified reference predates the 
12:44:43 PM message date borne 
by Exhibit 06 

Later produced by Southbridge as 
the disputed B+C+D Order Form. 
Exhibit 12 does not stipulate 
whether its creation occurred 
before or after 12:44:43 PM 

Independent timestamp 
evidence 

Exhibit 16 cryptographically links 
the exact certified PDF through 
its manifest to DigiStamp RFC 
3161 timestamp evidence with a 
genTime of 9:58:26.26 AM CDT 

No corresponding Certidox 
document-certification record. 
Absence alone does not establish 
falsity 

Important limitation: Exhibit 12 does not stipulate that every Order Form created, modified or transmitted in connection with the 
transaction would necessarily have generated a separate Certidox document-certification record. The absence of such a record for 
Exhibit 07, standing alone, does not establish falsity. 

 

Exhibit 05 serves as the certified reference Order Form for this comparison.  

It is the certified reference document independently reconstructible through Exhibit 16 and, 
under Exhibit 12, byte-for-byte identical to the PDF attachment whose SHA-256 was 
recorded with the certified Exhibit 04 email. Exhibit 07 has a diLerent SHA-256 and diLerent 
Option C and D selections. 
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CERTIDOX-CERTIFIED VERSION 
Exhibit 05 

 

DISPUTED VERSION 
Exhibit 07 

 

 

WHY EXHIBIT 05 IS THE REFERENCE 

Exhibit 16 independently reconstructs the exact certified PDF associated with Exhibit 05.  

Exhibit 18 independently reconstructs the certified email-content representation 
associated with Exhibit 04, including the recorded SHA-256 of its PDF attachment.  

Exhibit 12 stipulates that the matching SHA-256 establishes that Exhibit 05 is byte-for-byte 
identical to that attachment. 
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WHY THE CERTIFIED REFERENCE IS PROBATIVE 

Independent reconstruction of Exhibit 05 
Exhibit 16 independently reconstructs the exact certified PDF associated with Exhibit 05. 
The SHA-256 of that reconstructed PDF matches the payload hash recorded in its manifest. 

Independent timestamp evidence 
The SHA-256 of the exact manifest associated with Exhibit 05 matches the message imprint 
contained in the DigiStamp RFC 3161 timestamp response, which records a genTime of 
9:58:26.26 AM CDT. This predates the 12:44:43 PM message date borne by Exhibit 06. 

Independent linkage to the certified email 
Exhibit 18 independently reconstructs the certified email-content representation 
associated with Exhibit 04. That representation records the SHA-256 of its PDF attachment. 
Under Exhibit 12, the matching SHA-256 establishes that Exhibit 05 is byte-for-byte 
identical to that attachment. 

Second independent timestamp 
The DigiStamp RFC 3161 timestamp associated with Exhibit 04 records a genTime of 
10:18:34.82 AM CDT, also before the 12:44:43 PM message date borne by Exhibit 06. 

Reproducible verification 
The reconstruction and timestamp verification can be reproduced using independently 
available technical tools and DigiStamp trust material obtained independently of Certidox. 
Except for current certification status, the technical verification does not depend on the 
Certidox user-facing verification display. 

These facts do not, by themselves, establish that Exhibit 07 is false, determine who 
personally created or altered it, or establish fraudulent intent. 


